
Human Resources, Administration and Trade Secrets

Most human resources staff don’t realize and aren’t aware of their need to know about and implement appropriate human resource policies and procedures to protect a company’s trade secrets.  Indeed most human resource staff probably don’t even know about trade secrets.

A trade secret is any information and knowledge which proves an economic advantage to a company, which is not widely known and which the company has taken the appropriate steps to protect and maintain as a trade secret.


It is this last requirement that brings human resources and ultimately senior executive personal into the picture.  If appropriate steps aren’t take to inform your employees about trade secrets, what company information is to be treated as at trade secret and obtain legally enforceable non-disclosure agreements signed by appropriate employees, then the information this is bought to be protect might be adjudicated by a court as not being a trade secret.


It isn’t necessary for a company to be involved in a high tech business or have an R&D program in order to have trade secrets.   Trade secrets can include, in some circumstances: customer lists, pricing, product and tool designs, business proposals, cost date, performance characteristics and other types of business information.  Trade secrets can also include chemical formulas, manufacturing processes, and product designs.  It is critical to understand that the information does not have to be patentable in order to be considered to be a trade secret.   In fact, a trade secret will lose its trade secret status if it is published either as a published patent application or as an issued patent.

If someone has improperly acquired or disclosed trade secret information, then the damaged party can bring action in civil court and seek an injunction to prohibit the guilty party from benefiting from the use of the trade secret.  The civil court action can also include monetary damages for the financial loss to the damaged party.  If the disclosure has been intentional, then punitive damages may also be awarded.

Under certain circumstances, the disclosure of trade secrets may violate statutes and subject the discloser to criminal prosecution under both state and federal law, including RICO and the Economic Espionage Act of 1996.

One of the most common ways that trade secret status is lost is through the negligent conduct of the company’s own employees.  Some times the trade secret information is inadvertently disclosed in scientific articles written by the company’s scientists or in company PR publications.  Sometimes disclosure is made at trade shows and scientific conferences by employees not fully attuned to the issue of trade secret protection.  Improper handling of papers and documents can make them available to others (meeting notes left in conference rooms or notes left on white boards).

Another way to protect a company’s trade secret property also involved the employees.  It is important the proper employees be required to sign confidentiality or non-disclosure agreements as part of their hiring process.  Such agreements but the employee under a contractual obligation to maintain the trade secrets and provides the company with a legal basis to seek damages or court orders to prevent the employee from benefiting from either the direct use or disclosure to others of the trade secrets.

Another manner in which companies try to protect their trade secrets, particularly among senior executive and scientific personnel, is to include a non-compete clause or agreement as part of the hiring process for key personnel.  However, California law has a strong tradition of opposing such agreements and they must be crafted very carefully in order to provide the company with a litigation-proof agreement.


Any issues that arises regarding trade secrets involves a determination of whether the relevant information initially met the requirements  of a trade secret, that the company has taken the necessary steps to maintain its trade secret status, whether the conduct of the discloser violates any existing agreements or violates any criminal statutes, whether the information at the time of disclosure had still retained its trade secret status apart from the conduct of the discloser and whether  injunctive, compensatory or punitive remedies are available through civil action.

The because trade secrets can provide a valuable economic advantage and often times are developed through significant expenditures of time and money it is vital that a company implement a trade secret protection plan.  


Because of the large number of concerns of such a plan, ranging from intellectual property to employment law, it is advisable to seek our assistance setting up and implementing such a program.  Out office can provide guidance on such matters as pre-hiring issues regarding key personnel, hiring agreements, training programs, exit interviews, SOP’s for the handling of confidential information, and technology evaluation programs so that critical information of the company is handled in a manner that yields the greatest value for the company.

Likewise, if you find yourself in the midst of a situation in which your trade secret information maybe or has been compromised, we can also assist you by evaluating all aspects of your situation and providing you with competent and effective representation in order to minimize the loss of your company’s valuable trade secrets.
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